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Abstract

The increasing reliance on digital information systems has
made information security governance a critical requirement
for maintaining secure and reliable organizational operations.
PT Pertamina Patra Niaga Fuel Terminal Manokwari utilizes
the Safety Patrol feature within the E-Mansinam Website to
support Health, Safety, Security, and Environment (HSSE)
activities, including hazard reporting, safety monitoring, and
corrective action management. This study evaluates the
information security governance capability of the Safety Patrol
feature using the COBIT 2019 framework, focusing on the
APO13 (Managed Security) and DSS05 (Managed Security
Services) domains. A descriptive quantitative approach was
employed through observations, interviews, questionnaires,
and documentation. The collected data were analyzed using
Capability Assessment, Gap Analysis, and Root Cause Analysis
(RCA). The results show that the APO13 domain achieved an
average capability level of 4.04, exceeding the organization's
target of Level 4, whereas the DSS05 domain achieved an
average capability level of 3.93, indicating that several
operational security service processes require further
improvement. The largest capability gap was identified in
DSS05.07 with a gap value of 0.44. Root Cause Analysis
revealed that inconsistent security monitoring, incomplete
documentation, limited periodic evaluations, and varying
levels of personnel awareness were the primary factors
contributing to the identified capability gaps. Based on these
findings, this study proposes practical recommendations to
strengthen information security governance and support the
continuous improvement of the Safety Patrol feature,
particularly in operational security service management.

1. Introduction

The increasing adoption of information technology has transformed how organizations conduct operational
activities, manage information, and support strategic decision-making. Information systems enable
organizations to improve operational efficiency, facilitate information accessibility, and enhance service quality.
However, these benefits can only be fully realized when information technology is governed effectively to
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ensure that technology initiatives remain aligned with organizational objectives and generate sustainable
business value. Consequently, information technology governance has become an essential element for
improving organizational performance and ensuring that IT investments support business strategies, as
emphasized by [1].

As organizations become increasingly dependent on digital systems, protecting information assets has become
a major challenge. Security threats, including unauthorized access, malware attacks, data leakage, misuse of
user privileges, and system failures, may disrupt organizational operations and compromise the confidentiality,
integrity, and availability of information. Therefore, organizations are required to continuously evaluate and
strengthen their information security controls to minimize security risks and maintain operational reliability.
Many organizations still experience weaknesses in implementing information security management,
highlighting the importance of continuous monitoring and periodic security evaluation[2].

Information security is particularly critical in the energy sector because operational activities involve high-risk
environments where system failures may affect occupational safety, environmental protection, and business
continuity. In oil and gas operations, safety management requires systematic monitoring, effective reporting
mechanisms, and continuous risk control. Occupational health and safety management within PT Pertamina
emphasizes safety supervision, operational risk management, and continuous monitoring to establish a safe
working environment[3]. Likewise, organizational safety performance depends not only on safety culture and
compliance with operational procedures but also on continuous evaluation processes that support sustainable
improvement[4].

PT Pertamina Patra Niaga Fuel Terminal Manokwari supports its Health, Safety, Security, and Environment
(HSSE) program through the E-Mansinam Website, an internal information system that facilitates operational
reporting and monitoring activities. This study specifically focuses on the Safety Patrol feature within the E-
Mansinam Website, which is used to record workplace hazards, unsafe conditions, corrective actions, and
follow-up activities. The feature enables safety-related information to be documented systematically while
supporting monitoring and operational decision-making processes [5]. Although the E-Mansinam Website
operates within the broader organizational information system environment, this research does not evaluate
the entire E-Mansinam system or the overall information technology governance of PT Pertamina Patra Niaga
Fuel Terminal Manokwari. Instead, the evaluation is limited to information security processes, controls, and
practices that are directly related to the operation, management, and protection of the Safety Patrol feature.

Considering the importance of the Safety Patrol feature in supporting operational safety, maintaining the
security of its information assets is essential. Information processed within the system must remain
confidential, accurate, and continuously available to authorized personnel. Therefore, evaluating the
effectiveness of information security governance is necessary to determine the current capability of security
processes and identify areas requiring further improvement.

Among the available information technology governance standards, COBIT 2019 is a recognized framework
widely used for assessing IT governance capability and information security management. It was developed to
provide comprehensive governance objectives and capability assessment mechanisms that enable
organizations to evaluate process performance systematically[6].

This study focuses on the APO13 (Managed Security) and DSS05 (Managed Security Services) domains because
these domains are the most relevant to the information security requirements and operational characteristics
of the Safety Patrol feature within the E-Mansinam Website. The Safety Patrol feature manages safety-related
information, including hazard reports, unsafe conditions, corrective actions, and follow-up activities, which
require appropriate information security practices to ensure confidentiality, integrity, availability, and reliable
operational support. Therefore, APO13 and DSS05 were selected to assess the implementation of information
security management processes and operational security controls related specifically to the Safety Patrol
feature.

APO13 (Managed Security) aims to establish and maintain an information security management system by
ensuring that security policies, practices, and controls are implemented and continuously improved[6].
Meanwhile, DSS05 (Managed Security Services) focuses on protecting enterprise information through
operational security services, including identity and access management, security monitoring, vulnerability
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management, and protection of information assets. These objectives provide an appropriate basis for
evaluating security-related processes that support the operation and protection of the Safety Patrol feature
within the E-Mansinam Website.

Although other COBIT 2019 governance and management objectives, such as APO12 (Managed Risk) and
DSS01 (Managed Operations), are also related to organizational processes, their primary focus is enterprise
risk management and general IT service operations. In contrast, this study specifically evaluates information
security management and operational security services associated with the Safety Patrol feature. Therefore,
APO13 and DSS05 were selected as the most appropriate domains for assessing the security capability of the
selected system component within its operational context.

The expected capability level in this study was established at Capability Level 4 (Predictable Process) based on
interviews with relevant organizational stakeholders involved in the management and utilization of the Safety
Patrol feature at PT Pertamina Patra Niaga Fuel Terminal Manokwari. The stakeholders indicated that the
Safety Patrol feature is expected to operate through information security processes that are measurable,
consistently implemented, and effectively controlled to support operational activities and Health, Safety,
Security, and Environment (HSSE) objectives. This expectation aligns with the COBIT 2019 Performance
Management model[6], which defines Capability Level 4 (Predictable Process) as a process that is
quantitatively measured, monitored, and controlled to achieve consistent and predictable performance.
Therefore, Capability Level 4 was not assumed as an ideal maturity target, but was determined based on
organizational expectations and used as the benchmark for evaluating the current capability level of
information security processes related to the Safety Patrol feature.

Several previous studies have demonstrated the effectiveness of COBIT 2019 in evaluating information security
governance. The APO13 and DSS05 domains have been shown to effectively measure organizational
information security capability while identifying capability gaps that require continuous improvement[7].
Similarly, both domains provide a structured approach for assessing information security management and
identifying weaknesses within security processes[8]. Furthermore, periodic security assessments are
necessary to ensure the effectiveness of organizational security controls[2].

Despite these contributions, previous studies have primarily focused on assessing information security
capability levels and identifying capability gaps within various organizational contexts. Several studies have
also applied additional analyses, such as root cause identification, to support the development of improvement
recommendations. Therefore, this study does not claim the integration of Capability Assessment, Gap Analysis,
and Root Cause Analysis (RCA) as its primary novelty. Instead, the contribution of this research lies in the
specific application context, namely the evaluation of information security capability related to the Safety
Patrol feature within the E-Mansinam Website at PT Pertamina Patra Niaga Fuel Terminal Manokwari using
the COBIT 2019 APO13 (Managed Security) and DSS05 (Managed Security Services) domains. Based on the
reviewed literature, previous studies have not specifically examined this operational safety information system
component within the context of an energy sector organization. This study extends existing research by
assessing the current capability level, identifying capability gaps, analyzing their underlying causes, and
formulating improvement recommendations that are tailored to the operational requirements of the Safety
Patrol feature.

Accordingly, this study aims to evaluate the information security capability of the Safety Patrol feature within
the E-Mansinam Website using the COBIT 2019 framework, focusing on the APO13 (Managed Security) and
DSS05 (Managed Security Services) domains. The assessment identifies the current capability levels, measures
the gap between existing conditions and the expected Capability Level 4 (Predictable Process), and applies Root
Cause Analysis (RCA) to determine the underlying factors affecting capability gaps. Based on these findings,
this study formulates improvement recommendations to strengthen information security governance and
enhance operational security services for the Safety Patrol feature at PT Pertamina Patra Niaga Fuel Terminal
Manokwari.
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2. Research Method

This study employed a descriptive quantitative approach to evaluate the information security capability of the
Safety Patrol feature within the E-Mansinam Website at PT Pertamina Patra Niaga Fuel Terminal Manokwari.
Quantitative research emphasizes the systematic analysis of numerical data to explain research phenomena
objectively[9].

The evaluation was conducted using the COBIT 2019 framework, focusing on the APO13 (Managed Security)
and DSSO05 (Managed Security Services) domains. Data were collected through observations, interviews,
questionnaires, and documentation. Respondents were selected using the RACI Chart approach to ensure that
the assessment involved stakeholders with appropriate roles and responsibilities related to the Safety Patrol
feature. The assessment procedure was adapted from [8].

The collected data were analyzed through Capability Assessment, Gap Analysis, and Root Cause Analysis (RCA).
Prior to the capability assessment, the questionnaire instrument was evaluated using validity and reliability
tests to ensure the accuracy and consistency of the collected data. The overall research procedure adopted in
this study is presented in Figure 1.

Problem Identification
COBIT 2019 {Domain APOT3 and DSS05)
’ . Information ity
Lisarstien Raviey Relevant Previous Studies
RACI Chart Approach
Selection of Respondents (Responsibl, Accountable,
Questionnaire Design
and Likert Scale

Data Collection

Based on Activities in
COBIT 2019 Domain APOI3
and DSS05
(Five-Point Likert Scale)

3. Capabilty Level Assessment
(COBIT2013)

&, Gap Analysis

5. Root Cause Analysis (RCA)

Conclusions and
Recommendations

Figure 1. Research Procedure

Figure 1 illustrates the research procedure followed in this study. The process began with problem
identification and literature review, followed by respondent selection using the RACI Chart approach. The
questionnaire was then designed based on the APO13 and DSS05 domains of COBIT 2019 using a five-point
Likert scale. Data were collected through observations, interviews, questionnaires, and documentation.
Subsequently, the collected data were analyzed using validity testing, reliability testing, Capability Assessment,
Gap Analysis, and Root Cause Analysis (RCA). Finally, the results were interpreted to formulate conclusions
and recommendations for improving information security governance.

2.1 Respondent Selection

Respondents were selected using the RACI Chart (Responsible, Accountable, Consulted, and Informed)
approach recommended by the COBIT 2019 framework to identify stakeholders directly involved in the
governance and management of the Safety Patrol feature within the E-Mansinam Website. The RACI Chart
facilitates the identification of stakeholder roles and responsibilities, thereby improving the reliability of
capability assessments[10]. Previous studies [11], [12], and [13] also adopted the RACI approach to ensure that
respondents possessed relevant knowledge and responsibilities in information technology governance
evaluations.

Based on the stakeholder mapping process using the RACI Chart, this study involved 20 respondents
representing organizational roles directly associated with the operation, administration, supervision, and
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information security management of the Safety Patrol feature at PT Pertamina Patra Niaga Fuel Terminal
Manokwari. The respondent composition was determined according to each stakeholder's roles and
responsibilities in the implementation and oversight of the Safety Patrol feature rather than by equal
representation across organizational positions. The distribution of respondents is presented in Table 1.

Table 1. Distribution of Respondents

No. Position Number of Respondents
1 Fuel Terminal Supervisor 4

2 System Administrator 2

3 HSSE Officer 3

4 Security Personnel 10

5 Military Assistance Personnel (BKO TNI) 1

Total 20

Based on the RACI stakeholder mapping, Security Personnel constituted the largest respondent group because
they are the primary users of the Safety Patrol feature and are directly responsible for conducting safety patrol
activities, reporting workplace hazards, verifying field conditions, implementing corrective actions, and
interacting with the system on a daily basis. Consequently, they possess direct operational knowledge of how
information security controls are implemented within the Safety Patrol feature.

Although Security Personnel represented 50% of the respondents, the capability assessment was not based
solely on their responses. Responses from Fuel Terminal Supervisors, System Administrators, HSSE Officers,
and Military Assistance Personnel (BKO TNI), who are responsible for supervision, system administration,
policy implementation, and security oversight, were also incorporated into the assessment. The inclusion of
respondents from multiple organizational roles was intended to ensure that both operational and governance
perspectives were adequately represented, thereby reducing the potential for assessment bias and maintaining
consistency with the stakeholder mapping defined through the RACI Chart.

2.2 Data Collection

Data were collected through observations, interviews, questionnaires, and documentation to obtain
information regarding the implementation of information security governance within the Safety Patrol feature
of the E-Mansinam Website. Observations and interviews were conducted to understand operational processes,
governance practices, and information security management practices. In addition, interviews were conducted
to identify the organization's expected capability level for information security processes, which served as the
benchmark for the capability assessment and gap analysis. Documentation was used to verify and support the
information obtained from observations and interviews. Combining multiple data collection techniques
improves the reliability and accuracy of COBIT 2019 capability assessments[6]. Similar approaches have also
been adopted by [14] and [12] in evaluating information technology governance.

The questionnaire served as the primary instrument for collecting quantitative data. It was developed based
on the APO13 (Managed Security) and DSS05 (Managed Security Services) domains of the COBIT 2019
framework and distributed to respondents selected using the RACI Chart approach. The collected data were
subsequently used for Capability Assessment, Gap Analysis, and Root Cause Analysis (RCA) to evaluate the
current state of information security governance and formulate improvement recommendations.

2.3 Likert Scale

A five-point Likert scale was used to measure respondents' perceptions of the implementation of information
security governance within the Safety Patrol feature of the E-Mansinam Website. The Likert scale is widely
applied in COBIT 2019-based assessments because it enables respondents to express their level of agreement
systematically and facilitates quantitative analysis. Previous studies by [14], [15], and [16] also employed a
five-point Likert scale to assess information technology governance capability. The response categories and
corresponding scores used in this study are presented in Table 2.
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Table 2. Likert Scale
Response Category Score
Strongly Disagree 1

Disagree 2
Neutral 3
Agree 4
Strongly Agree 5

The questionnaire scores were subsequently used to calculate the capability levels of the APO13 (Managed
Security) and DSS05 (Managed Security Services) domains. These results served as the basis for the Capability
Assessment, Gap Analysis, and Root Cause Analysis (RCA) conducted in this study.

2.4 Validity Test

The validity test was conducted to determine whether each questionnaire item accurately measured the
intended research construct. Questionnaire validity was assessed using the Pearson Product Moment
correlation method. An item is considered valid when the calculated correlation coefficient (rcount) exceeds the
critical value (rtable) [9]. The Pearson Product Moment formula used in this study is presented in Equation (1).

__ apr-onen
xy —
Jlsx - sy - )

where ryy is the correlation coefficient, X is the score of each questionnaire item, Y is the total questionnaire
score, and n is the number of respondents.

2.5 Reliability Test

The reliability test was performed to evaluate the internal consistency of the questionnaire using Cronbach's
Alpha. An instrument is considered reliable when the Cronbach's Alpha coefficient exceeds 0.70 [9]. The
application of Cronbach's Alpha has also been widely adopted in COBIT 2019 studies, including those
conducted by [17], and [14]. The Cronbach's Alpha formula is presented in Equation (2).

2
L X
k—1 o2

t
where a represents the Cronbach's Alpha coefficient, k is the number of questionnaire items, 6i2 is the variance
of each item, and o2 is the total variance.

2.6 Capability Level Assessment

The capability level assessment was conducted using the COBIT 2019 framework, focusing on the APO13
(Managed Security) and DSS05 (Managed Security Services) domains. Capability levels measure the extent to
which governance and management processes achieve their intended objectives, as defined by ISACA [6].
Similar questionnaire-based capability assessment approaches have been adopted by previous studies [18],
[19], [20], and [21].

Questionnaire responses were collected using a five-point Likert scale ranging from 1 (Strongly Disagree) to 5
(Strongly Agree). Each questionnaire item represented governance and management practices within the
APO13 and DSS05 domains. The responses were converted into numerical values ranging from 1 to 5, and the
average score for each process was calculated using Equation (3).

where:
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e (L= Average capability score
e Y X=Total score obtained from respondents
e n=Number of respondents

The resulting average questionnaire score was used to represent the degree of implementation of governance
and management practices based on stakeholder perceptions. This questionnaire-based measurement
approach has been widely adopted in empirical COBIT 2019 studies to evaluate governance process
implementation through stakeholder perceptions [19]-[21]. Accordingly, the capability assessment in this
study reflects stakeholders' perceptions of the implementation of governance and management practices
rather than a formal COBIT 2019 process capability assessment based on process attribute achievement.

To facilitate interpretation, the average questionnaire scores were first classified according to the
interpretation criteria presented in Table 3. These interpretation criteria describe the extent to which
governance and management practices have been implemented and were not treated as direct COBIT 2019
capability levels.

The interpreted average questionnaire scores were subsequently compared with the qualitative capability
level definitions provided in the COBIT 2019 Performance Management model (Table 4) to determine the
capability level that best represented each evaluated governance and management process. Therefore, the
capability levels reported in this study represent an interpretation of the implementation status of each
evaluated process rather than a direct numerical conversion of Likert-scale scores into COBIT 2019 capability
levels.

Table 3. Interpretation Criteria for Average Questionnaire Scores

Average

Interpretation Description
Score p p

1.00-1.80 Very Low Governance and manageme?t practices .are. implemented at a very low level
and require substantial improvement.
Governance and management practices are implemented only to a limited
extent and require significant improvement.
Governance and management practices have been implemented but are not
yet consistent and require further improvement.
Governance and management practices are generally implemented
3.41-4.20 High consistently and provide adequate support for organizational objectives,
although opportunities for further improvement remain.
Governance and management practices are implemented consistently and
effectively, indicating a high degree of process implementation.

1.81-2.60 Low

2.61-3.40 Moderate

4.21-5.00 Very High

The qualitative capability level definitions used as the reference for interpreting the questionnaire results are
presented in Table 4.

Table 4. COBIT 2019 Capability Levels

Level Description
0 Incomplete Process
Performed Process
Managed Process
Established Process
Predictable Process
Optimizing Process

Ul W N =

2.7 Gap Analysis
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Gap Analysis was performed to compare the current capability level with the expected capability level
established by the organization. Gap Analysis identifies discrepancies between current process performance
and organizational objectives [6]. Similar approaches have been reported by [22], [23], and [16]. The gap value
was calculated using Equation (4).

Gap = Expected Capability Level — Current Capability Level

where:

Gap = Difference between the expected and current capability levels
Expected Capability Level = Target capability level established by the organization
Current Capability Level = Capability level obtained from the assessment results
The results were used to identify capability gaps and determine priority areas for improvement.

2.8 Root Cause Analysis (RCA)

Root Cause Analysis (RCA) was conducted to identify the underlying causes of the capability gaps revealed by
the Gap Analysis. In this study, the 5-Why analysis technique was employed as the structured RCA method to
systematically investigate the factors contributing to capability gaps within the APO13 and DSS05 domains.
The 5-Why technique identifies the underlying causes of organizational problems through iterative questioning
until the fundamental causes are identified, thereby supporting the development of effective corrective actions
[6], [24], [25].

Previous studies by [14], [8], [26], and [27] also applied Root Cause Analysis to identify organizational,
procedural, and technical factors affecting information security governance capability and to formulate
evidence-based improvement recommendations. In this study, the identified capability gaps were analyzed
using interview results, observation findings, and supporting organizational documentation. The resulting root
causes were subsequently linked to specific improvement recommendations to support the continuous
improvement of information security governance within the APO13 and DSS05 domains. The structured RCA
results are presented in Table 5.

Table 5. Root Cause Analysis Results Using the 5-Why Technique

Root Cause
COBIT 2019 Identified i . Improvement
. e Identified through Evidence Source .
Sub-Domain Capability Gap . Recommendation
5-Why Analysis
. Information security
Information .. . C .
. . policies and risk Conduct periodic reviews
security risk . . .
treatment . of information security
AP013.02 - management Interview results . .
procedures are policies and update risk
Manage has not ) and
. . available but are not o treatment procedures
Information  consistently . organizational )
. . . reviewed and . based on operational
Security Risk  achieved the L documentation. .
expected updated periodically requirements and
becte to reflect operational emerging security risks.
capability level.
changes.
Software updates,
antivirus
Endpoint . Establish periodic
. management, and Observation . .
DSS05.03 -  security . endpoint maintenance,
g vulnerability results and . .
Manage capability . . . centralized antivirus
; . assessments are not interviews with .
Endpoint remains below management, routine
. performed system
Security the expected . - software updates, and
- consistently across administrators. . :
capability level. . vulnerability scanning.
organizational
devices.
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COBIT 2019
Sub-Domain

Identified
Capability Gap

Root Cause
Identified through
5-Why Analysis

Evidence Source

Improvement
Recommendation

DSS05.05 -
Manage
Physical

Access to IT
Assets

DSS05.06 -
Manage
Sensitive
Documents
and Output
Devices

DSS05.07 -
Manage
Security

Monitoring

Physical access
management
has
consistently
achieved the
target capability
level.

not

Secure handling
of sensitive
documents and
output devices

is not yet fully
standardized.
Security
monitoring
recorded the
largest
capability gap
among all
assessed  sub-
domains.

Physical access
authorization and
visitor control
procedures are
implemented but are
not consistently
documented and
periodically audited.
Standard operating
procedures for
handling  sensitive
documents are
implemented
inconsistently  and
compliance
evaluations are
conducted
infrequently.

Continuous security
monitoring, incident

reporting, and
security awareness
activities have not
been implemented
systematically,
resulting in
inconsistent
monitoring and

delayed identification
of security issues.

Documentation
review and
interviews with

HSSE personnel.

Interviews with
operational
personnel
document

review.

and

Interview
findings,
observation
results,
incident
documentation
review.

and

Strengthen physical access
control procedures,
improve visitor
authorization mechanisms,
and  conduct regular
physical access audits.

Develop standardized
document handling
procedures and conduct
periodic compliance

evaluations for sensitive
information management.

Implement continuous
security monitoring,
strengthen incident
reporting procedures,

conduct periodic security
awareness training for
Safety Patrol users, and
perform regular
evaluations of monitoring
activities to support
continuous improvement.

3. Result and Discussions
3.1 Respondent Characteristics
A total of 20 respondents participated in this study. All respondents were selected using the total sampling
technique because they were directly involved in operating, managing, and supervising the Safety Patrol
feature within the E-Mansinam Website. The distribution of respondents is presented in Table 6.

Table 6. Respondent Characteristics

Category Characteristics Frequency Percentage (%)
Position System Administrator 2 10
Fuel Terminal Supervisor 4 20
HSSE Officer 3 15
Security Personnel 10 50
Military Support Personnel (BKO TNI) 1 5
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Category Characteristics Frequency Percentage (%)

Total 20 100
Length of Use <1 Year 9 45
1-3 Years 7 35
>3 Years 4 20

Total 20 100

As presented in Table 6, Security Personnel represented the largest respondent group (50%), reflecting their
primary responsibility for conducting safety patrol activities and reporting workplace hazards through the
Safety Patrol feature. This distribution indicates that the assessment primarily captured responses from
personnel who routinely interact with the system during daily operations.

Regarding system experience, 45% of respondents had used the Safety Patrol feature for less than one year,
while the remaining respondents had between one and more than three years of experience. Although
respondents with shorter system experience constituted the largest proportion of the sample, all participants
were selected using the COBIT 2019 RACI stakeholder mapping approach based on their organizational roles
and responsibilities rather than the duration of system usage. Consequently, every respondent was directly
involved in the operation, supervision, administration, or information security management of the Safety Patrol
feature and was therefore considered capable of providing relevant information for the capability assessment.

Nevertheless, this study acknowledges that the relatively small number of respondents (20 participants) and
the proportion of respondents with less than one year of system experience constitute limitations of the study.
Although the sample size reflects the actual organizational structure and includes all stakeholders directly
responsible for the governance and operation of the Safety Patrol feature at PT Pertamina Patra Niaga Fuel
Terminal Manokwari, respondents with shorter system experience may have had more limited exposure to
certain governance and management practices assessed within the APO13 and DSS05 domains. Therefore, the
assessment results should be interpreted within the context of this organizational case study and should not
be generalized to other organizations without considering differences in organizational structure and
operational context. Future studies involving multiple fuel terminals or larger organizational units with a
broader range of respondents are recommended to provide more comprehensive evidence regarding
information security capability across similar operational environments.

3.2 Validity Test Results

The validity of the questionnaire was evaluated using the Pearson Product Moment correlation method. A
questionnaire item was considered valid when the calculated correlation coefficient (r-count) exceeded the
critical value (r-table = 0.444). The results of the validity test are presented in Table 7.

Table 7. Results of the Validity Test
Sub-Domain Number of Items r-count r-table Result

AP0O13.01 5 0.770-0.871 0.444 Valid
AP013.02 5 0.777-0.765  0.444 Valid
AP013.03 5 0.860-0.877 0.444 Valid
DSS05.01 3 0.946-0.961 0.444 Valid
DSS05.02 4 0.757-0.759  0.444 Valid
DSS05.03 3 0.925-0.869 0.444 Valid
DSS05.04 3 0.914-0.804 0.444 Valid
DSS05.05 2 0.946-0.951 0.444 Valid
DSS05.06 4 0.880-0.782  0.444 Valid
DSS05.07 4 0.777-0.864 0.444 Valid
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As presented in Table 7, all questionnaire items produced r-count values greater than the required r-table value
(0.444), indicating that every item satisfied the validity criterion. This result demonstrates that the
questionnaire was capable of measuring the intended constructs within the APO13 and DSS05 domains. Similar
findings have been reported in previous COBIT 2019 studies by [8] and [28], which confirmed that valid
measurement instruments are fundamental for obtaining reliable capability assessment results.

3.3 Reliability Test Results

The reliability of the questionnaire was evaluated using Cronbach's Alpha. An instrument is considered reliable
when the Cronbach's Alpha coefficient exceeds 0.70. The reliability test results for each sub-domain are
presented in Table 8.

Table 8. Results of the Reliability Test
Sub-Domain Cronbach's Alpha Reliability Threshold Result

AP013.01 0.8505 0.70 Reliable
AP013.02 0.8911 0.70 Reliable
AP013.03 0.8885 0.70 Reliable
DSS05.01 0.9418 0.70 Reliable
DSS05.02 0.8127 0.70 Reliable
DSS05.03 0.8527 0.70 Reliable
DSS05.04 0.9136 0.70 Reliable
DSS05.05 0.8889 0.70 Reliable
DSS05.06 0.8843 0.70 Reliable
DSS05.07 0.8007 0.70 Reliable

As presented in Table 8, the Cronbach's Alpha values ranged from 0.8007 to 0.9418, exceeding the minimum
reliability threshold of 0.70 for all sub-domains. These results indicate that the questionnaire demonstrated
good internal consistency and produced reliable measurements for evaluating the APO13 and DSS05 processes.

The findings are consistent with previous COBIT 2019 studies by [11], [29], and [26] which reported that
Cronbach's Alpha values above 0.70 indicate adequate instrument reliability for capability assessments.
Therefore, the questionnaire was considered sufficiently reliable to support the subsequent capability level
evaluation.

3.4 APO013 Capability Assessment Results

The capability assessment of the APO13 (Managed Security) domain was conducted to evaluate the
implementation of information security management within the Safety Patrol feature of the E-Mansinam
Website. The assessment results are presented in Table 9.

Table 9. Results of Capability Assessment Domain APO13

Sub-Domain Current Capability Level Target Level

AP013.01 4.15 4
AP013.02 3.93 4
AP013.03 4.05 4
Average 4.04 4
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The APO13 domain achieved an average capability score of 4.04, which is slightly above the organization's
expected Capability Level 4 (Predictable Process). According to the COBIT 2019 capability model, this result
indicates that information security management processes are generally implemented in a predictable and
controlled manner. However, the margin above the target is relatively small (0.04), indicating that the achieved
capability remains close to the minimum threshold of the expected level rather than substantially exceeding it.

Furthermore, although the overall APO13 domain exceeded the target, the AP013.02 process obtained a
capability score of 3.93, which is below the expected level. This finding suggests that not all information
security management practices have been implemented consistently across the domain. Therefore, the overall
capability score should be interpreted with caution, as it reflects the aggregated performance of all APO13
processes rather than uniformly achieving the target in every sub-process.

The result also needs to be interpreted in light of the respondent composition. Although Security Personnel
constituted the largest respondent group because of their direct operational involvement in the Safety Patrol
feature, the assessment also incorporated responses from supervisors, system administrators, HSSE officers,
and military assistance personnel to include both operational and governance perspectives. Nevertheless, as
the assessment was based on stakeholder perceptions collected through questionnaires, the possibility of
respondent perception bias cannot be entirely excluded. Therefore, the findings should be interpreted as an
indication of the current implementation of information security governance and should be supported by
continuous monitoring and periodic evaluations to confirm sustained capability achievement.

Capability Assessment Domain
APO13

4,15 3,93 4,05

APO13.01 APO13.02 APO13.03

Figure 2. Capability Level Assessment Results for APO13

As illustrated in Figure 2, AP013.01 recorded the highest capability score (4.15), reflecting the effective
implementation of information security governance practices. In contrast, AP013.02 obtained the lowest score
(3.93), indicating that monitoring and evaluation activities related to information security management have
not yet been implemented consistently. Meanwhile, AP013.03 achieved a score of 4.05, demonstrating that
security management processes have generally been executed in a controlled and predictable manner.

These findings are consistent with previous studies by [8], [28], and [21], which reported that organizations
achieving Capability Level 4 generally demonstrate mature information security governance supported by
standardized procedures and effective security controls. Although the overall APO13 domain has achieved the
expected capability level, strengthening monitoring and evaluation activities within AP013.02 remains
necessary to support continuous improvement and future progression toward Capability Level 5 (Optimizing
Process).

3.5 DSS05 Capability Assessment Results

The capability assessment of the DSS05 (Managed Security Services) domain was conducted to evaluate the
implementation of information security service management within the Safety Patrol feature of the E-
Mansinam Website. The assessment results are presented in Table 10.

Table 10. Results of Capability Assessment Domain DSS05

Sub-Domain Current Capability Level Target Level
DSS05.01 4.10 4
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DSS05.02 4.09 4
DSS05.03 3.85 4
DSS05.04 4.10 4
DSS05.05 3.93 4
DSS05.06 3.90 4
DSS05.07 3.56 4
Average 3.93 4

The DSS05 domain achieved an average capability score of 3.93, which is slightly below the organization's
expected Capability Level 4 (Predictable Process). Although the difference is relatively small (0.07), this result
indicates that the implementation of operational security services has not yet consistently achieved the
organization's expected capability level. Therefore, further improvements are required before the DSS05
domain can be considered to have fully attained the Predictable Process level.

Capability Assessment Domain
DSS05

5,00 410 4,09 385 410 3,93 3,90 3¢

4,00
3,00
2,00
1,00
0,00

DSS05.01 DSS05.02 DSS05.03 DSS05.04 DSS05.05
DSS05.06 DSS05.07

Figure 3. Capability Level Assessment Results for DSS05

As illustrated in Figure 3, DSS05.01 and DSS05.04 recorded the highest capability scores (4.10), followed
closely by DSS05.02 (4.09). These results indicate that core security service processes have generally been
implemented in a controlled and consistent manner. In contrast, DSS05.07 obtained the lowest capability score
(3.56), indicating that security monitoring and operational security management have not yet been
implemented consistently across the evaluated processes. Likewise, DSS05.03 (3.85) and DSS05.06 (3.90) also
remained below the target capability level, suggesting that several operational security processes still require
improvement before the DSS05 domain can consistently achieve the expected Capability Level 4.

These findings are consistent with previous studies by [8], [28], and [30], which reported that operational
security processes commonly require continuous monitoring, regular evaluation, and effective incident
management to achieve higher capability levels. Although several DSS05 sub-domains have reached or
exceeded the expected capability level, the lower performance of DSS05.03, DSS05.06, and particularly
DSS05.07 demonstrates that strengthening operational security management should remain the primary focus
of future improvements.

3.6 Gap Analysis Results

Gap Analysis was conducted to compare the current capability level with the expected capability level (Level 4
- Predictable Process) established by the organization. The results of the analysis are presented in Table 11.

Table 11. Results of Gap Analysis

No Sub-Domain Current Capability Level Expected Capability Level Gap

1 APO13.01 4.15 4.00 -0.15
2 AP0O13.02 3.93 4.00 0.07
3 AP0O13.03 4.05 4.00 -0.05
4 DSS05.01 4.10 4.00 -0.10
5 DSS05.02 4.09 4.00 -0.08
6 DSS05.03 3.85 4.00 0.15
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No Sub-Domain Current Capability Level Expected Capability Level Gap

7 DSS05.04 4.10 4.00 -0.10
8 DSS05.05 3.93 4.00 0.07
9 DSS05.06 3.90 4.00 0.10
10 DSS05.07 3.56 4.00 0.44

As presented in Table 11, five sub-domains (AP0O13.01, AP013.03, DSS05.01, DSS05.02, and DSS05.04)
exceeded the target capability level, resulting in negative gap values. These results indicate that the
corresponding governance and security service processes have been implemented consistently and operate
within the organization's expected performance level. Conversely, AP013.02, DSS05.03, DSS05.05, DSS05.06,
and DSS05.07 still exhibited positive gap values, indicating that further improvements are required to achieve
the target capability level. Among these, DSS05.07 recorded the largest gap (0.44), followed by DSS05.03 (0.15)
and DSS05.06 (0.10).

These findings are consistent with previous studies by [22], and [16], which reported that capability gaps are
commonly observed in operational security processes due to limitations in continuous monitoring, security
control implementation, and process evaluation.

Diagram Gap Analysis Domain APO13
dan DSS05

41% 3,92 4,08 4,1@ 402 389 4,18 393 3,98 354

SHS of & ST & & ST o
LSS

Qipn

B Current Capability Level Expected Capability Level

Figure 4. Comparison of Current and Target Capability Levels

Figure 4 provides a visual comparison between the current and expected capability levels for all assessed sub-
domains. The figure clearly highlights that DSS05.07, DSS05.03, and DSS05.06 represent the largest capability
gaps, indicating that these operational security processes should be prioritized for improvement. In contrast,
the APO13 sub-domains generally achieved or slightly exceeded the target capability level, demonstrating
stronger performance in information security governance than in operational security service management.

This difference between the APO13 and DSS05 domains indicates that information security governance at PT
Pertamina Patra Niaga Fuel Terminal Manokwari is more mature at the policy and management level than at
the operational implementation level. The findings suggest that organizational policies, security objectives, and
governance mechanisms have generally been established and communicated effectively; however, their
implementation in day-to-day operational security activities has not yet been fully consistent across all
evaluated processes. This governance-operations gap is commonly reported in information technology
governance literature, where organizations often achieve higher capability in governance planning and policy
formulation than in the practical execution of operational security controls.

Similar observations indicate that organizations in the oil and gas sector frequently establish comprehensive
cybersecurity governance frameworks, while challenges remain in consistently implementing operational
security controls due to resource limitations, personnel awareness, and the complexity of industrial operations
[31]. Likewise, the NIST Cybersecurity Framework emphasizes that continuous security monitoring,
operational control implementation, and regular evaluation are essential to ensure that governance policies
are effectively translated into operational practices [32]. Therefore, the lower capability levels observed in
several DSS05 sub-domains do not necessarily indicate weaknesses in governance design but rather highlight
the need to strengthen the execution and continuous monitoring of operational security services.
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These findings indicate that future improvement efforts should prioritize strengthening operational security
implementation while maintaining the existing governance practices within the APO13 domain. By reducing
the gap between governance and operational implementation, the organization can achieve a more balanced
and sustainable level of information security capability.

The identified capability gaps provide the basis for the subsequent Root Cause Analysis (RCA), which aims to
determine the underlying factors preventing several DSSO5 processes from consistently achieving the
organization's expected capability level.

3.7 Root Cause Analysis Results

Root Cause Analysis (RCA) was conducted using the 5-Why analysis technique to identify the underlying factors
contributing to the capability gaps identified in the APO13 and DSS05 domains. The analysis focused on the
sub-domains that did not achieve the organization's target capability level, namely AP013.02, DSS05.03,
DSS05.05, DSS05.06, and DSS05.07. The root causes were identified by integrating evidence obtained from
questionnaire responses, interviews, field observations, organizational documentation, and the Gap Analysis
results. The detailed RCA findings are presented in Table 5.

The 5-Why analysis revealed that the identified capability gaps were primarily associated with inconsistent
implementation of operational security practices rather than the absence of security policies. For AP013.02,
information security policies and risk treatment procedures had been established but were not reviewed and
updated regularly to reflect operational changes. In the DSS05 domain, the capability gaps were mainly
attributed to inconsistent endpoint maintenance, incomplete documentation of physical access controls, non-
standardized procedures for handling sensitive documents, and insufficient implementation of continuous
security monitoring and incident reporting activities.

Among the evaluated sub-domains, DSS05.07 (Manage Security Monitoring) exhibited the largest capability
gap (0.44), indicating that continuous security monitoring and incident management represent the highest
priority for improvement. Likewise, the capability gaps identified in DSS05.03 (Manage Endpoint Security),
DSS05.05 (Manage Physical Access to IT Assets), and DSS05.06 (Manage Sensitive Documents and Output
Devices) indicate that improvements are required in operational security controls, documentation practices,
and periodic evaluations to achieve the organization's expected capability level.

These findings indicate that information security governance policies have generally been established;
however, several operational security practices have not yet been implemented consistently across the
evaluated processes. This pattern suggests that strengthening operational implementation, continuous
monitoring, standardized documentation, and periodic evaluations should be prioritized to improve the overall
capability of the DSS05 domain.

The findings are consistent with previous COBIT 2019 studies by [8], [26], and [27], which reported that
capability gaps are commonly associated with inconsistent process implementation, inadequate
documentation, limited monitoring activities, and insufficient continuous improvement mechanisms.
Accordingly, addressing these root causes is essential for strengthening information security governance and
supporting the achievement of the organization's target capability level.

3.8 Improvement Recommendations

Based on the results of the Capability Assessment, Gap Analysis, and Root Cause Analysis (RCA), several
improvement recommendations were developed to address the underlying causes of the capability gaps
identified in the APO13 and DSS05 domains. The recommendations were formulated by linking each identified
root cause with corrective actions that are considered feasible within the operational environment of PT
Pertamina Patra Niaga Fuel Terminal Manokwari. To enhance their practical applicability, Table 12 presents
the official COBIT 2019 sub-domain codes and process names together with the identified capability gaps,
recommended improvement actions, responsible organizational roles, indicative implementation timelines,
and measurable success indicators. This structure provides clear guidance for systematically implementing the
proposed improvements within the operational context of the Safety Patrol feature.

Table 12. Improvement Recommendations
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COBIT 2019 Capability Improvement Responsible . . Success
. . . Timeline .
Sub-Domain Gap Recommendation Unit Indicator
Periodically review and
update information
sclejcurit olicies and risk Updated
AP013.02 - yp . information
treatment procedures to  Fuel Terminal . -
Manage . . . 3-6 security policies
. 0.07 ensure alignment with Supervisor,
Information o . i months and documented
. . organizational  security HSSE Officer .. .
Security Risk . periodic risk
objectives and .
, reviews.
operational
requirements.
Strengthen endpoint N
roteition thrl())u h All organizational
DSS05.03 - p 8 devices are
regular software updates,
Manage . System 3-6 regularly updated,
; 0.15 antivirus management, .
Endpoint . . Administrator months  protected, and
. vulnerability  scanning, .
Security . . periodically
and periodic endpoint .
' . . monitored.
configuration reviews.
Improve physical access
DSS05.05 - COI‘I:tI‘Ol phy rocedures Physical  access
Manage .. p . ! HSSE Officer, records are
. visitor authorization, and . 3-6 o
Physical 0.07 - . Security maintained and
periodic audits of access months .
Access to IT ) ) Personnel periodically
to information .
Assets audited.
technology assets.
Establish secure Secure document
DSS05.06 - procedures for handling,
. o management
Manage storing, distributing, and
i . i . System procedures  are
Sensitive disposing of sensitive . 6-12 .
0.10 Administrator, consistently
Documents documents and output ) months |
. HSSE Officer implemented and
and Output devices, supported by .
. L . periodically
Devices periodic compliance
. evaluated.
reviews.
Implement  continuous
P . o Periodic security
security monitoring, .
o monitoring
perform periodic log
. reports are
reviews, strengthen
incident reportin System generated,
DSS05.07 - P & y 0-6 security incidents
procedures, conduct Administrator,
Manage . ) months are documented
; 0.44 regular security ~ HSSE Officer, . .
Security o ) (High and reviewed, and
Monitorin awareness training for Security Priority)  securit
g Safety Patrol users, and Personnel ty y
L awareness
periodically evaluate . .
. o training is
security incidents to
. conducted at least
support continuous
. annually.
improvement.
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These recommendations are consistent with prior findings that organizations in the oil and gas sector require
continuous security monitoring, periodic policy reviews, endpoint protection, and personnel security
awareness to strengthen cybersecurity governance and maintain operational resilience in safety-critical
environments [31]. Likewise, the NIST Cybersecurity Framework emphasizes that continuous monitoring,
incident response, and regular security assessments are essential practices for improving cybersecurity
governance within critical infrastructure [32]. The improvement priorities identified in this study, particularly
for DSS05.07 (Manage Security Monitoring), therefore align with established best practices for enhancing
information security governance in high-risk industrial environments while remaining consistent with the
governance principles of COBIT 2019 [6].

The proposed recommendations were designed to be directly applicable within the operational environment
of PT Pertamina Patra Niaga Fuel Terminal Manokwari. By specifying the responsible organizational units,
implementation timelines, and measurable success indicators, the recommendations provide a structured
roadmap for systematically improving information security governance within the Safety Patrol feature and
supporting the achievement of the organization's target capability level.

4. Conclusions and Future Works

This study evaluated the information security governance of the Safety Patrol feature within the E-Mansinam
Website at PT Pertamina Patra Niaga Fuel Terminal Manokwari using the COBIT 2019 framework, focusing on
the APO13 (Managed Security) and DSS05 (Managed Security Services) domains. The assessment results
showed that the APO13 domain achieved an average capability level of 4.04, indicating that information
security management processes have reached the organization's target of Capability Level 4 (Predictable
Process). In contrast, the DSS05 domain achieved an average capability level of 3.93, indicating that several
operational security service processes have not yet fully achieved the expected capability level.

The Gap Analysis identified DSS05.07, DSS05.03, and DSS05.06 as the sub-domains with the largest capability
gaps. Root Cause Analysis revealed that these gaps were primarily associated with inconsistent security
monitoring, incomplete documentation, limited periodic evaluations, and variations in personnel awareness of
information security procedures. Based on these findings, improvement recommendations were proposed,
including strengthening security monitoring activities, standardizing security documentation, conducting
regular security evaluations, and implementing continuous security awareness programs.

For future research, the assessment can be extended by including additional COBIT 2019 domains related to
governance and risk management, such as EDMO03 (Ensure Risk Optimization) and APO12 (Managed Risk), to
provide a more comprehensive evaluation of information technology governance. Future studies may also
integrate COBIT 2019 with other information security standards, such as ISO/IEC 27001, to obtain a broader
perspective on information security management. In addition, future research is recommended to implement
the improvement recommendations proposed in this study, particularly those related to security awareness
training, continuous security monitoring, documentation standardization, and incident management
procedures, and subsequently re-evaluate the APO13 and DSS05 domains. Such a follow-up assessment would
enable researchers to measure changes in capability levels after the implementation of the recommendations
and evaluate their effectiveness in improving information security governance within the Safety Patrol feature
over time.
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