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1. Introduction

This study's core purpose is to design a data integrity auditing mechanism for decentralized storage networks that
is both publicly verifiable and privacy-preserving.

In distributed systems of untrusting nodes, data owners cannot easily verify if their data remains intact without
relying on a central authority or exposing the data content itself. This creates a fundamental conflict between the
need for public verifiability and the demand for data privacy.

To resolve this, we explore the deep integration of blockchain and Zero-Knowledge Proofs (ZKP). We leverage
blockchain as an immutable public audit ledger and employ ZKPs to ensure that all on-chain audit proofs can be
validated without revealing any information about the underlying data.[1], [2]

1.1 Literature Review

Early remote data integrity schemes like Provable Data Possession (PDP) and Proofs of Retrievability (PoR)
established the theoretical groundwork but relied on a trusted third-party auditor (TPA). We argue that this
centralized trust model is antithetical to the ethos of decentralized networks, limiting its applicability [6].
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Blockchain technology offered a decentralized alternative by anchoring data commitments (e.g., Merkle roots) on-
chain, eliminating the need for a TPA. However, we identify a contradiction: the public transparency of the
blockchain, while ensuring verifiability, can compromise privacy if audit interactions expose data-related
patterns.

Zero-Knowledge Proof (ZKP) technology, particularly zk-SNARKs|[7], provides a powerful solution to this privacy
dilemma by allowing proofs of data integrity without revealing the data itself. However, a common limitation in
the literature is the underestimation of the computational cost of ZKP generation. Requiring every storage node
in a large, heterogeneous network to bear this heavy burden is impractical and could undermine the network's
scalability.

Therefore, we identify a critical research gap: the lack of an integrated system framework that effectively
synergizes the public verifiability of blockchain with the privacy-preservation of ZKPs. Many existing studies focus
only on a fraction of this problem, achieving either on-chain privacy at the expense of performance or high
performance by sacrificing decentralization or privacy.

2. Research Methods

2.1 System Model

Figure 1 illustrates the system model of our proposed decentralized storage audit scheme, which is composed of
four primary entities: the Data Owner, IPFS Nodes, Compute Nodes, and the Blockchain (BC). Through a series of
well-designed interactions, these four entities collectively implement a mechanism for publicly verifiable data
integrity assurance without relying on a trusted third party.

® (1) Data Owner: Positioned at the bottom of the figure, the Data Owner is the original holder of the data.
Its primary responsibilities include encrypting the data, generating authentication tags, and constructing
the Merkle B+ Tree (Steps 1, 2, 6). It then distributes the processed data and metadata to other parts of
the system (Steps 3, 7, 8, 9). The Data Owner initiates the audit process and is the final recipient of the
results.

® (2) IPFS Nodes: Located in the lower-right section, the IPFS Nodes constitute the decentralized storage
layer. They are responsible for storing the encrypted data chunks uploaded by the Data Owner (Steps 3,
4) and providing data access upon request (Steps 5, 12). The content-addressable nature of IPFS (via
CIDs) ensures data immutability[8][9].

® (3) Blockchain (BC): Situated in the upper-middle part of the figure, the Blockchain (BC) serves as the
system's trust anchor and arbitration core. It does not store the actual data but is responsible for recording
critical metadata, such as the Merkle root hash (Step 8), receiving audit requests (Step 9), dispatching
challenges to the Compute Node (Step 10), and ultimately verifying the integrity proof submitted by the
Compute Node (Step 14), before returning the final verification result (Steps 15, 16)[10].

® (4) Compute Nodes: Positioned on the right, the Compute Nodes are the core computational units of the
system. They receive and store the Merkle B+ Tree structure from the Data Owner (Step 7). During an
audit, they receive an audit query from the Blockchain (BC) (Step 10), fetch the challenged data from IPFS
(Step 12), perform local verification and computation, and finally generate an aggregated zero-knowledge
integrity proof (Steps 11, 13), which is then submitted to the Blockchain (BC) for final verification (Step
14)[11].

® In our discussion, we argue that this model achieves a high degree of decentralization and specialization
by decoupling the three critical functions: storage (IPFS), computation (Compute Nodes), and
verification/arbitration (Blockchain (BC)). The Blockchain (BC) acts as an immutable "judge," ensuring
the transparent execution of audit rules and the finality of the results. Meanwhile, the Compute Node
offloads the complex, computationally intensive proof generation tasks from the blockchain, significantly
reducing on-chain overhead and ensuring the system's high efficiency and scalability.
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3. Result and Discussion
The simulation experiment results are shown in Figure 2 and Figure 3, demonstrating the performance of the off-
chain computation phase under different data scales. The experiments measure the time costs of key operations
performed by the Computation Node (CN) as the number of keys in the Merkle B+ Tree increases from 1k to 5k,
representing a growing number of data chunks.

Performance under different tree sizes
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Figure 2: Indexing Operation Performance.
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Figure 2 depicts the time cost of index-related operations, specifically Find (lookup time) and Path Generation. The
purple line, representing the Find operation, shows an initial time of approximately 103 nanoseconds (ns), which
increases almost linearly and very slowly to 151 ns. This near-constant, nanosecond-level performance confirms
the theoretical efficiency of Merkle B+ Tree lookups, consistent with its logarithmic time complexity O(log N). The
red line, representing Path Generation, starts at approximately 797 ns and grows steadily to 1143 ns. This reflects
the process of traversing from a leaf to the root to collect sibling hashes, which is directly proportional to the tree's
height.

In the discussion, these results verify the advantages of using the Merkle B+ Tree as the core data structure. The
sub-microsecond latency for both finding a key and generating its corresponding Merkle path ensures that the
witness preparation stage is exceptionally fast and does not constitute a system bottleneck. Compared to naive
array-based or linked-list structures, this approach reduces data preparation time by several orders of magnitude,
especially for large datasets.

Performance under different tree sizes

Figure 3: Zero-Knowledge Proof Generation Time.

Figure 3 illustrates the performance of the most computationally intensive task: Zero-Knowledge Proof
Generation. The purple line shows that the proof generation time is in the millisecond (ms) range, starting at 31.55
ms for 1k keys and stabilizing around 40 ms for larger tree sizes. A significant observation is the curve flattening
out after the 2k key mark; the time only increases from 39.06 ms (at 2k) to 41.99 ms (at 5k). This demonstrates
that the proof generation time is not linearly dependent on the total number of data chunks, but rather
logarithmically related to it, governed by the depth of the Merkle B+ Tree.

In the discussion, this result confirms the excellent scalability of our ZKP-based scheme. The near-constant proof
generation time for larger data scales is a direct benefit of our aggregated proof circuit design. This allows the
system to audit a large number of data chunks with a single, fixed-cost proof, which is approximately 99% more
efficient than schemes that require individual proofs for each data chunk. However, the initial jump between 1k
and 2k keys suggests a step-increase in circuit complexity as the tree depth increases, a factor to be considered for
optimization. The stable sub-50ms processing time is fully acceptable for non-real-time integrity audits.
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Cumulatively, the performance data confirms the viability and efficiency of our proposed architecture. The total
off-chain processing time is dominated by the ZKP generation, which, despite being the bottleneck, exhibits
excellent scalability. This "logarithmic-cost for off-chain computation and constant-cost for on-chain verification"”
model is the core strength of our system. It ensures that our scheme remains high-performing and cost-effective
even under sustained load and with very large datasets, reducing the computational burden by orders of
magnitude compared to non-ZKP or non-aggregated proof systems. However, the simulation assumes ideal
network conditions for fetching data from IPFS, and actual deployment performance may be influenced by
network latency and bandwidth constraints.

4. Conclusions

This study proposes a Zero-Knowledge Proof (ZKP) based decentralized storage audit scheme, aimed at
addressing the centralized risks of opaque audits in traditional cloud storage and the significant computational
overhead and poor scalability in existing blockchain-based solutions. By introducing a Merkle B+ Tree as a highly
efficient data indexing structure and leveraging ZKP for batch, non-interactive integrity proofs, this scheme
establishes a trustless, publicly verifiable storage audit framework, ensuring data integrity, system
decentralization, and excellent scalability.

The research methodology encompasses the system model design, the off-chain computation workflow, and the
on-chain verification smart contract. This design decouples the three core functions of storage, computation, and
verification, which collectively construct an efficient framework that supports aggregated proofs for any number
of data chunks. The simulation experiment results verify the superiority of our scheme, with core Merkle B+ Tree
indexing operations (lookup and path generation) averaging approximately 0.7 microseconds, and the ZKP proof
generation time stabilizing at around 40 milliseconds. These indicators demonstrate that the scheme possesses
high efficiency in its off-chain computation phase, and its computational overhead exhibits a logarithmic
relationship with the total data size, which is highly consistent with the theoretical model and proves the
effectiveness of the aggregated proof mechanism.

The contribution of this scheme lies in providing an innovative and cost-effective integrity audit solution for large-
scale decentralized storage, drastically reducing on-chain verification costs and enhancing system scalability.
However, the experiments are based on simulated environments and assume ideal network conditions, and actual
deployment may face challenges such as IPFS data retrieval latency and on-chain transaction congestion. Future
research will focus on real testnet deployment, further optimization of ZKP circuit constraints, and a more
comprehensive security and economic model evaluation to achieve broader applications. In summary, this scheme
opens up a new path for the application of blockchain technology in the field of data integrity assurance and holds
significant theoretical and practical implications.
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